[image: St Georges Church School and Nursery - Home][image: St Georges Church School and Nursery - Home]Keeping Children Safe OnlineThe NSPCC have identified 3 key areas of risk to children when using the internet
· Who they are chatting with
· What they are seeing
· What they share
Did you know…
-29% of children have seen something that has worried them on the internet in the last 12 months
- 29% of children have experienced someone being nasty to them online. 
Things parents and carers worry about:
· Children’s locations being identified
· Keeping up to date with changing tech
· The impact of social media on a child’s self worth
· Children seeing inappropriate material 
· Contact with unknown people
· Grooming
· Children oversharing
· Sending or receiving of inappropriate images 
The internet can be a wonderful place where children can play, explore and connect.  However, parental support is paramount to ensure children make the most of the internet, in the safest possible way.  Remember, you don’t have to be a tech expert to keep your child safe online.  Keep reading to find out more about safer internet use at home, as well as the steps we are taking in school to keep your child as safe as possible when using the internet.
Top tips for parents and carers:
-Talk positively and regularly to your children about safe internet use from an early age; regular conversations are much more effective than one big ‘safer internet’ talk.
- Check the age rating of any app you are considering allowing your child to access
- Set up new accounts with your children, with privacy settings in place and location turned off
 - Explore and play with these apps together 
-Set up parental controls.  Do this with your children so they understand what they are and why they are in place.  Bear in mind some children may know how to turn off safety settings, so be sure to check them regularly
- Link notifications to your account where possible
- Keep devices in shared family areas
- Ensure sound is played through speakers, not headsets
-Set up ‘do not disturb’ and ‘night mode’ to ensure your child’s essential sleep is not being affected by internet use
- Remind your children that not everything they see or hear online is real 
-Look into age appropriate wellbeing apps such as Ollee and Calm-Kids
-Remember that no two families will have the same rules.  Your rules must be age and stage appropriate for your family. Appropriate screen use is just as, if not more important, than screen time. 
- Realise that no filter is 100% effective – parental controls must go hand in hand with regular, open discussions about safe internet use, including how you would expect your child to respond if things go wrong. 





At St Georges, we have a strong E-safety curriculum which educates children from YR-Y6 under the following strands each yearHow to respond if your child reveals abuse or an unsafe internet experience:
-Be curious not furious
- Listen carefully
-Reassure your child that they have done the right thing by coming to speak to you and that you will help them
-Ask open questions
-Explain to your child what you will do next
-Get support and report
If things go wrong, the best response is that your child feels confident to come and talk with you about what has happened.  However, research tells us that unsafe internet use is much more likely to be discovered than disclosed. Signs to watch out for include: 
· Your child seeming distant, upset or angry
· Or, they may be unusually happy and confident
· Changes in the amount of time spent online
· Becoming secretive with devices and profiles
· Use of adult language
· Behaviour that is new or inappropriate for their age
How to report concerns
· You can report inappropriate or sexual contact online to ceop.police.uk
· Alert the police by calling 111 
· Flag, block and report on app
· Call the NSPCC helpline on 0808 8005000
· Call Childline on 08001111
· Call the Young Minds parents helpline on 08088025544 or text YM to 85258 for their text based service
· Encourage your child to seek support; they can also call Childline on the number above, or may prefer the Young Minds text based service 
If you or your child are at immediate risk of harm always dial 999

	Self-image and identity  
	Online relationships 
 
	Online reputation 
	Online bullying   
	Managing online information  
	Health, wellbeing and lifestyle  
	Privacy and security   
	Copyright and ownership  


If you are concerned about your child's online presence, or materials they have accessed at home or at school, please do come and speak to us.  The first port of call would usually involve speaking with your child's class teacher. Alternative, Jo Thorn is our Designated Safeguarding Lead and Tessa Biggart leads on E-safety.
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